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Abstract

This study addresses the persistent inefficiencies in incident management within regional
public institutions, where dispersed offices and limited digital infrastructure constrain
timely technical support. The research aims to evaluate whether a hybrid web architecture
integrating Al-assisted interaction and mobile notifications can significantly improve ef-
ficiency in this context. The ITIMS (Intelligent Technical Incident Management System)
was designed using a Laravel 10 MVC backend, a responsive Bootstrap 5 interface, and
a relational MariaDB/MySQL model optimized with migrations and composite indexes,
and incorporated two low-cost integrations: a stateless Al chatbot through the OpenRouter
API and asynchronous mobile notifications using the Telegram Bot APl managed via Lar-
avel Queues and webhooks. Developed through four Scrum sprints and deployed on an
institutional XAMPP environment, the solution was evaluated from January to April 2025
with 100 participants using operational metrics and the QWU usability instrument. Results
show a reduction in incident resolution time from 120 to 31 min (74.17%), an 85.48% chatbot
interaction success rate, a 94.12% notification open rate, and a 99.34% incident resolution
rate, alongside an 88% usability score. These findings indicate that a modular, low-cost,
and scalable architecture can effectively strengthen digital transformation efforts in the
public sector, especially in regions with resource and connectivity constraints.

Keywords: low-cost architecture; decoupled architecture; OpenRouter Al chatbot; Telegram
notifications; ticket management

1. Introduction

In the context of the digital transformation of the Peruvian public sector, optimiz-
ing processes for managing technical IT incidents—failures or malfunctions in computer
equipment and information systems—requires robust technical architectures to enhance
operational efficiency and scalability [1]. Peru achieved a 20% increase in interoperability
and deployed 24 Computer Security Incident Response Teams (CSIRTs) in 2024 [2], in align-
ment with the National Digital Government Plan, which aims to accelerate interoperability
and strengthen cybersecurity capabilities [2,3].

However, in Andean regions, technical and territorial gaps persist, limiting the inte-
gration of digital solutions and the adoption of online platforms [4]. This is the case of the
Regional Government of Apurimac (GORE) in Abancay, the institution that administers
the region and employs more than 450 staff across approximately 66 offices [5]. One of its
core processes is incident management, where employees report technical issues through a
single telephone channel, resulting in delays of up to 120 min, the accumulation of incidents
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lacking clear descriptions or database indicators, and ultimately reduced productivity and
constrained technical planning [6]. This situation reflects broader national challenges that
are exacerbated by the digital divide affecting regions outside the capital [1].

In response to this situation, the design, development and implementation of a web-
based ticketing system integrated with an Al chatbot and mobile notifications was proposed,
using a hybrid MVC architecture based on Laravel 10 for the backend, responsive Bootstrap
5 for the frontend, and MySQL for relational persistence [7,8]. The system incorporates low-
cost integrations through external APIs such as OpenRouter (for generative Al restricted
to FAQs) and the Telegram Bot API (for push alerts) [9,10]. Accordingly, the following
research question was formulated:

e  RQ: How does a web architecture, integrating AI and mobile notifications, optimize in-
cident management efficiency in the GORE, by reducing response times and increasing
resolution rates?

The implementation of the system aligns with the general objective of improving
incident management through an automated and scalable architecture (see Figure 1), with
the following specific objectives:

e RO1: Reduce the average incident resolution time through optimized backend pro-
cesses in Laravel [11].

e  RO2: Increase the number of incidents resolved versus reported through MySQL-based
traceability and FIFO assignment [12].

e  ROB3: Optimize the technical response time from notification to initial action through
push alerts via Telegram [9].

e RO4: Improve overall system usability by measuring satisfaction with navigability
and efficiency using the QWU instrument and the Bootstrap 5 frontend [13].

e ROb5: Increase the interaction rate of the Al chatbot using structured prompts in
OpenRouter [10].

e ROG6: Raise the open rate of mobile notifications to accelerate workflow processing
through asynchronous Telegram webhooks [14].

Manual Automated
Process Process
L L
Employee reports Employee reports
incident by unique issue with
\ phone / \ Application /
: VS. Q
Response Time Instant
(Upto 2 hours) Confirmation
() /7\
m’, 41
Lost/Forgotten Close Monitoring of
Reports Reports
 a . e ¢ \
Inefficient Efficient
Management Management

Figure 1. Flowchart of Current vs. Proposed Problem/Solution.
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2. Related Work

The review of related work situates this study within the development of decou-
pled architectures aimed at achieving greater flexibility, scalability, and resilience. When
applied in public institutions, these architectures demonstrate how modularity enables
system integration, reduces operational risks and allows faster adaptation to regulatory
changes [15]. Their incorporation into technical incident management also contributes to
increased process efficiency [2,4,16]. In local implementations, such as municipalities or
public entities with limited resources, these architectures have reduced incident response
times by up to 40% by optimizing workflow processes [4,17,18].

Such is the case of the work by [19], who implemented a microservices architecture
in which components communicated through lightweight protocols such as REST APIs
or gRPC (Google Remote Procedure Call), achieving more efficient scalability by enabling
only the components requiring additional capacity to scale. Similarly, the study by [20]
adopted a microservices-like approach by decoupling macroservices and enabling their
interaction through APIs. Ramos Herrera (2022) also contributed to this field by implement-
ing the osTicket management system in the Superior Court of Justice of Lima, processing
more than 50 requests per day and achieving an average savings of approximately 30 s
per ticket during registration and closure stages [21], thereby demonstrating its effective-
ness for infrastructure management. Likewise, Mali et al. (2025) designed an “Online
Chatbot Based Ticketing System” in India, integrating NLP for automatic categorization
to reduce operational costs [22]; although scalable, the system remains commercial and
lacks technical notification features. Additionally, Karimi et al. (2024) implemented hybrid
intentional / generative chatbots for the Help Desk at the Polytechnic University of Turin,
supporting more than 20,000 requests and reducing waiting times [23].

Regarding user satisfaction with the implemented technology, the study by [24],
reported that, according to survey results, satisfaction increased from 84.38% to 100%. The
same study [24], which developed a system for the company BEMAST E.IR.L. for sales
management, also found through a survey of 32 participants that 84.38% were dissatisfied
with previous processes and that 100% supported the adoption of digital technologies,
highlighting the need for digital solutions, although the study was limited to a private-
sector context.

Recent research in distributed intelligent systems highlights the importance of efficient
and coordinated communication to reduce response times under resource constraints.
Although this work does not formally model multi-agent systems, it shares these principles
by prioritizing asynchrony, information flow optimization, and the reduction of information
congestion. Within this framework, the integration of mobile notifications and Al-based
assistance is interpreted as a practical application of effective coordination among human
actors in institutional environments.

To further clarify the contribution of this study, Table 1 summarizes the main differ-
ences between representative prior systems and the proposed ITIMS solution, considering
architectural approach, role of artificial intelligence, notification mechanisms, and evalua-
tion scope.

https:/ /doi.org/10.3390/computers15010047

Repositorio Institucional - UNAMBA Peru


https://doi.org/10.3390/computers15010047

-4de20 -
Computers 2026, 15, 47 4 0of 20
Table 1. Comparison of related work and the proposed ITIMS system.
Study Architecture Al Role Notlﬁcat.lon Evaluation
Mechanism Scope
Ramos Herrera Monolithic . . S1.ngl.e
) None Email institution,
[21] (osTicket) d o
escriptive
Mali et al. [22] Centralized NLP—I?ase'd None Commercial
web system categorization deployment
Karimi et al. aI;}c]lziﬁc Generative Web interface University
[23] chatbot help desk
system
This work Modular MVC  FAQ-restricted Mobile Public sector
(ITIMS) (Laravel) Al assistant (Telegram) case study

3. Methodology
3.1. Population and Sample

The target population comprised more than 450 employees of the Regional Govern-
ment of Apurimac (GORE), Central Headquarters in Abancay. It included end users and
operational staff, as well as the technical team consisting of five IT support specialists
from the Informatics Unit [5]. The sample consisted of 100 participants selected through
non-probabilistic convenience sampling, of whom 95 were end users and 5 belonged to the
IT support team. The sampling strategy corresponds to a non-probabilistic convenience
sample, which is appropriate for exploratory and applied case studies in institutional
settings but limits statistical generalizability beyond the studied context [25].

3.2. Techniques and Instruments

The data collection techniques combined qualitative and quantitative methods, in-
tegrating non-participant observation and analysis of historical records [6] to identify
patterns of recurrent failures, such as hardware and connectivity issues. These were com-
plemented by semi-structured interviews with key stakeholders (two IT managers, ten
representative employees, and five technicians), guided by a script focused on manual
inefficiencies and automation needs. The instruments included digital surveys to evaluate
post-implementation satisfaction, the Questionnaire for Website Usability (QWU) [13,26]
with a Likert scale consisting of 21 items that evaluated navigability and efficiency, and
automatic system logs used to collect operational metrics.

During the pre-implementation phase, a baseline response time of approximately
120 min was established as a referential estimate. This value was derived from triangula-
tion of historical reports, manual records, and interviews with technical staff, rather than
systematic automated measurement, due to the high variability of incidents and the absence
of digital logging mechanisms at that stage. This estimated reference average was derived
from the triangulation of historical reports, manual records, and interviews with technical
staff, as automated measurement was not feasible due to the high variability of incidents.
In the post-implementation phase, response time was automatically measured using pre-
cise timestamps from ticket registration to resolution, allowing for more accurate and
consistent measurements.

Table 2 summarizes the main instruments and their applications.
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Table 2. Evaluation dimensions, instruments, and performance indicators of the Al-enhanced web-
based ticketing system with mobile notifications.

Dimension Indicator Instrument
Questionnaire for
System usability Satisfaction Website Usability
(QWU) [13]
Al chatbot Interaction rate (percentage Automatic system log

of queries answered)

Open rate (percentage of

Mobile notifications e
notifications opened)

Notification platform log

Average time from
registration to
resolution (minutes)

Resolution time System report

Cases resolved vs.
cases reported

Number of incidents

processed and resolved System log

Minutes from notification

Technical staff response time A :
to initial action

Automatic system log

3.3. Development and Implementation Methodology

The procedure was carried out using an iterative Scrum methodology, as shown in
Figure 2, and adapted to a two-researcher team working in collaborative roles [27,28].
Development and implementation took place from October to December 2024, culminating
in deployment following institutional approval. Subsequently, data collection for evaluating
the indicators was conducted from January to April 2025. The problem was addressed
through objectives defined as tasks or user stories, organized and prioritized in the backlog
and executed across four sprints.

M

SPRINT 1:
Public user
interface
( (intuitive ticket
Retrospective registration) f‘[:lj%

and adjustments

-

and reports

SPRINT 2:
Administrator
SPRINT 4: module and
Technical panel submodules
with traceability (data

visualization,

assignment, and
prioritization)

SPRINT 3: Al
Chatbot
Integration and
Mobile
Notifications

Figure 2. Scrum methodology workflow, with emphasis on the incremental development of interfaces,
Al functionalities, and mobile notifications.

The procedural phases were structured within an incremental cycle, with the following
key activities carried out sequentially:
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e Requirements elicitation and analysis: Observation of historical processes (2023-2024)
and interviews to identify failure patterns and develop user stories.

e  Product Backlog creation: Prioritized list of functionalities, including ticket registration,
FAQ-oriented chatbot, and mobile notifications.

e  Sprint planning: Sprint 1 focused on the public interface; Sprint 2 on the admin
module and submodules; Sprint 3 on Al and notification integration; and Sprint 4 on
the technical panel and refinements.

e Incremental development: The system was coded in local environments (XAMPP),
using Laravel 10 for the backend and MySQL as the database, Bootstrap 5 for the
responsive frontend, OpenRouter for the chatbot (Meta/Google models), and the
Telegram API for notifications.

e  Meetings and review: At the end of each sprint, review sessions were conducted with
the technical team for feedback.

o Testing and validation: Unit and integration tests (for Al and notifications) were
performed, and bugs were corrected in short iterations.

e Implementation and monitoring: After institutional approval, the system was de-
ployed on the GORE Apurimac server. Initial metrics were monitored during the first
month (January 2025) through automated dashboards.

e  Documentation and evaluation: A user manual and final reports were prepared, and
results were assessed against the objectives. All documentation was stored in GitHub
repository for version control and access.

4. System Architecture
4.1. Rationale for the Hybrid Custom Architecture

Although consolidated ticketing platforms such as osTicket represent widely adopted
commercial off-the-shelf (COTS) solutions, their suitability for public sector organizations
is often constrained by structural, economic, and regulatory factors. Public institutions
typically operate under strict budgetary limitations, require full control over institutional
data, and depend on highly specific administrative workflows that are difficult to accom-
modate within preconfigured software solutions. As noted by Sommerville (2016) [29],
COTS systems tend to impose predefined process models that may conflict with organiza-
tional practices, particularly in contexts where adaptability and long-term sustainability
are critical. These limitations are summarized and contrasted with the proposed solution in
Table 3, which highlights the main architectural and functional differences between existing
ticketing platforms and the custom-built approach.

In addition, the growing incorporation of generative artificial intelligence into service
management systems poses further challenges when relying on third-party platforms. The
integration of Al functionalities in off-the-shelf solutions usually depends on external ser-
vices and opaque conversational logic, reducing institutional control over data processing,
prompt design, and validation mechanisms [30]. For public organizations, this lack of
control raises concerns related to data sovereignty, accountability, and compliance with
regulatory frameworks governing information management.

From an architectural standpoint, modular and decoupled systems offer greater flexi-
bility to adapt to evolving administrative requirements and heterogeneous technological
environments commonly found in the public sector. According to Bass [31], such architec-
tures enhance maintainability, scalability, and functional evolution, allowing systems to
grow incrementally without incurring excessive costs or vendor lock-in. In this context, the
proposed hybrid architecture, developed using open-source technologies and deployed pri-
marily on-premise, enables the customization of business logic, the controlled integration
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of generative Al and the use of Telegram as an active operational channel rather than a

simple notification mechanism.

Table 3. Comparative analysis between commercial solutions and the proposed modular architecture.

Criterion

Existing Solutions (e.g., osTicket)

Proposed Architecture (Laravel + AI +
Telegram)

Deployment model

Monolithic architecture with
extensions and plugins

Decoupled and modular service-
based architecture

Institutional workflow adaptation

Limited; requires core
modifications or additional plugins

Fully customizable according to the GORE
(Regional Government) structure

Generative Al integration

Non-native; depends on external
services without flow control

Controlled Al integration (FAQs,
structured prompts, and ticket routing)

Conversational
flow control

Limited or non-existent

Total control over prompts, scope,
validation, and traceability

Telegram integration

Generally restricted to notifications

Operational channel: notification,
assignment, and status changes

Metrics instrumentation

Predefined generic metrics

Custom-designed metrics according to
institutional indicators

Licensing costs

Variable; dependent on plugins

Low cost, based on open-source tools

Data sovereignty control

Dependent on extensions or
external services

Primarily on-premise processing and
institutional control

Functional scalability

Conditioned by
platform capabilities

Scalability by design (via queues, APIs,
and modules)

Therefore, the decision to implement a custom-built architecture responds not to a
technological preference but to the specific constraints and needs of a public institution,
prioritizing budget efficiency, data sovereignty, adaptability to administrative processes,
and long-term sustainability. This approach aligns with established software engineering
principles and represents a viable alternative for governmental environments with limited
resources and complex operational requirements.

4.2. Developed Architecture

The web-based ticketing system, designed for scalability without resource limitations
(with a server capable of handling operational peaks) [6], supports differentiated workflows:
end users, who access the system without authentication and focus on ticket submission
and stateless chatbot interaction, and technical staff, who authenticate through Laravel
Sanctum [7,27]. Key integrations include the OpenRouter API for the chatbot, featuring
rotation of free models with prompts restricted to FAQs [10], and the Telegram Bot API
for chronological push notifications based on creation timestamps [9,32]. During the
evaluation period, more than 1050 tickets were processed without performance issues. This
architecture ensures relational traceability through MySQL, minimal API latency, and low
operational cost.

Figure 3 presents the layers of the developed architecture:

1.  Presentation Layer (Frontend): Developed using Bootstrap 5 to provide responsive
and accessible interfaces, with CSS/]S components for form validation and timeline
visualization. Views are rendered through Blade templates, capturing end-user inputs
(e.g., national ID for automatic data completion) without requiring initial authentica-
tion. This layer is responsible for delivering an intuitive user experience on mobile

WICAELA BASTIDAS
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devices, incorporating components such as chatbot modals and tables for tracking
ticket statuses (pending/in progress/resolved/cancelled) [11,33].

2. Business Logic Layer (Backend): Built on Laravel 10, this layer defines RESTful
routes (in web.php and api.php) and controllers for handling requests. It uses the
Eloquent ORM for model abstraction, processing logic such as description validation,
ID generation, and notification triggers. Sanctum middleware manages authentication
exclusively for technical staff, while queued jobs ensure asynchronous execution for
external integrations [7,11].

3. Database and Integrations Layer: MariaDB (MySQL-compatible) serves as the re-
lational database for persistent storage. Eloquent models map key entities with
optimized queries [11,34]. External integrations, including OpenRouter (stateless, via
Guzzle HTTP) [35] and the Telegram Bot API (POST-based webhooks), are invoked
from controllers. Fallback events are logged in Laravel, and quantitative metrics—
such as messages sent, success/error rates, model used, and timestamps—are stored
in the Chatbot table [10,14].

() FRONTEND

8-

Bootstrap 5 Ticket Form
ul

-
¢ % BACKEND POST ticket

o<

RESTful
Controllers

—

8 S

Elocizuent Background
ORM Jobs/Queues

| | )

g )
DB/INTEGRATIONS

push ticket Al Query

Al Processing
i ™ (T \
B DATABASE < INTEGRRTIONS

S </

MariaDB Telegram
Push

OpenRouter
Ticket Entity User Entity Al

\_ A

Figure 3. Architecture diagram (Bootstrap frontend — Laravel backend — MariaDB database —
integrations), highlighting data flows.
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4.3. Data Model

The data model was implemented in MariaDB 10.4.32 (integrated within XAMPP
8.2.12) [34], using a normalized relational schema to ensure data integrity and efficiency in
CRUD operations [36]. It was defined through Laravel migrations, incorporating composite
indexes on fields such as creation_date and status to optimize FIFO ordering and paginated
queries [12]. The Eloquent ORM abstracts models with dynamic relationships. This design
handles tickets without performance overhead and stores quantitative logs of chatbot
interactions for aggregated metrics (success/failure, model used, timestamps) [22]. The
Entity—Relationship diagram is shown in Figure 4.

" | users e = asignation_ticket > | ticket_notifications »
+ )% 4
i | preerees e J
A + F
~ | work_log > ~ | tickets » >—————+- _| suports »
\'4 \'4
|
+ + £ 3
] activities b _| staff_offices > >——# | offices >
N4
|
q:
~| employment_regimes » +—I< _| personals » "] chatbot_interactions »

Figure 4. ER diagram of the data model.

4.4. Main Workflows

The system workflows were designed for simplicity and efficiency, differentiated by
user role and leveraging the MVC model. They process a high volume of tickets according
to operational demand, with automatic assignment to balance workload.

1.  End-User Workflow (Unauthenticated)

The process begins when the user accesses the system through the main interface, as
shown in Figure 5. Optionally, the user may interact with the integrated chatbot, which
provides responses to frequently encountered technical issues. The user then proceeds
to register an incident by creating a ticket, entering their national ID number to enable
automatic completion of personal data and providing a detailed description of the problem.
Once the form is submitted, the system automatically generates the ticket with the initial
status “Registered,” ensuring its insertion into the database. Finally, the user can check
the progress of their request by entering the ticket ID, which displays its current status—
Registered, In Progress, Resolved, or Cancelled.
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Figure 5. End-user workflow.

2. Technical Staff Workflow (Sanctum Authentication)

The process begins when the technician logs into the system panel using authorized
credentials. When a new ticket is generated, the system automatically sends a Telegram
notification to the technician’s mobile device, including essential details such as the ticket
ID, the user’s national ID number, a summarized description of the issue, and a direct link
to the corresponding record in the web system. The technician may assign the ticket to
themselves directly from Telegram using an action button that updates its status to “In
Progress,” or they may perform the assignment from the web panel, where tickets are
organized in a FIFO (First In, First Out) queue [12] based on creation time. Once assigned,
the technician accesses the system to review the full details of the incident, update its status
to “Resolved” or “Cancelled,” and log the actions performed, ensuring traceability and
proper case resolution. The detailed workflow is shown in Figure 6.

MICAELA BASTIDAS

https:/ /doi.org/10.3390/computers15010047

Repositorio Institucional - UNAMBA Peru


https://doi.org/10.3390/computers15010047

-11de 20 -

Computers 2026, 15, 47 11 of 20

(- N
‘ O SUPPORT STAFF
{5 < B
Telegram
Notification Login
Details
Z
= | Validate
Ticket credentials
Assignment -
FIFO Queue J
v
Resolve status |[————>
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Figure 6. Technical staff workflow.

4.5. Specific Integrations

The external integrations enhance automation through low-cost APIs invoked from
Laravel controllers via Guzzle HTTP, using stateless handling for privacy and asynchronous
execution through queues. Both integrations record metrics in the Chatbot table (quan-
titative data such as messages sent, success/failure rates, model used, and timestamps),
achieving an 85.48% interaction success rate during the evaluation period (January—April
2025). Errors and fallback events are logged in storage/logs/laravel.log for diagnostic
purposes without exposing sensitive data [11,31].

1.  Data protection and pre-submission sanitization:

The chatbot does not require authentication, nor does it request personal data, as
it is oriented toward the resolution of basic technical incidents. Since users can enter
free text, the system applies a sanitization layer prior to sending requests to OpenRouter,
using masking rules that prevent the transmission of personal or sensitive information.
In this way, only generic and anonymized technical data are sent to the language models.
Additionally, prompts are not stored; only aggregated usage metrics are recorded, which
reinforces user privacy and minimizes exposure risks.
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2. OpenRouter API (Chatbot)

Operates in a stateless manner and is limited to static knowledge (FAQs about common
issues such as hardware and connectivity) [10]. It is configured with automatic rotation of
free models to ensure reliability and support for high token limits (~4k). The primary model
is meta-llama/llama-3.3-8b-instruct:free, with fallbacks including google/gemini-2.0-flash-
exp:free, deepseek/deepseek-r1-0528:free, mistralai/mistral-small-3.1:free, microsoft/phi-
3.5-mini:free, minimax/minimax-m?2:free, and google/gemma-3-27b-it:free [9,31]. Struc-
tured prompts guide the responses, for example:

“You are a friendly technical assistant for a support ticket system. Provide help only for
simple and frequent issues based on this documentation. If the problem is complex or
requires special credentials, suggest creating a support ticket. Always respond in Spanish,
clearly, in an organized manner, and step by step.”

To reduce inconsistencies arising from the use of multiple language models, the system
employs a unique and strict system prompt shared across all models accessed via Open-
Router. This prompt delimits a closed domain of authorized technical issues and establishes
clear behavioral rules. This mechanism standardizes the scope and format of responses,
minimizes semantic variations, and reduces the risk of incorrect answers, maintaining the
artificial intelligence in an exclusively advisory role and preserving operational control of
the ticketing system in the hands of authorized technical staff.

3.  Telegram Bot API (Notifications):

POST-based webhooks are triggered according to ticket creation timestamps and are
sent asynchronously [37]. When a ticket is generated, the system notifies the next available
technician in FIFO order [12] with a message such as: “New ticket registered ID: {id}—
Support: {support}—Registered by: {user}—Office: {office}—Date: {date}—View Ticket:
[link button]—Assign: [action button].” From Telegram, the technician can self-assign
the ticket (updating the status to “In Progress”); however, closing actions (“Resolved” or
“Cancelled”) must be performed through the web interface to ensure complete logging.

4.6. Cross-Cutting Aspects

The cross-cutting aspects ensured system robustness, security, and maintainability
across all architectural layers.

e  Security: Laravel Sanctum provides token-based authentication exclusively for techni-

cal staff. API tokens (OpenRouter/Telegram) are stored in the env file, Eloquent uses
parameterized queries to prevent SQL injection, and HTTPS is enforced on the public
subdomain to secure data in transit [7,14,35].
The system applies the data minimization principle, limiting the processing of personal
information to the institutional infrastructure. Integrations with external artificial intel-
ligence services operate under a stateless scheme and process only previously sanitized
technical content. This design reduces the risks associated with the use of third-party
APIs and reinforces the institution’s data sovereignty.

e  Scalability: The system utilizes Laravel job queues to handle asynchronous notifica-
tions, ensuring stability and operational continuity by decoupling critical processes
from the main service flow. Furthermore, model rotation via OpenRouter is applied to
distribute the chatbot’s load and mitigate specific failures in external services nuous
responsiveness. OpenRouter model rotation distributes chatbot load efficiently [35].
The MariaDB database enables efficient handling of concurrent queries and trans-
actional operations, while the institutional XAMPP environment [11] maintained
stable performance during the evaluation period, with an operational load exceeding
50 daily tickets.
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However, this evaluation did not include formal stress tests or high concurrency
scenarios; therefore, the system’s scalability is understood from an architectural and
functional perspective. Under significantly higher loads, bottlenecks associated with
database concurrency or rate limits imposed by the external APIs employed could
arise. These considerations are acknowledged as a limitation of the study and are
proposed as lines of future work.

e  Testing and Monitoring: Unit tests executed with PHPUnit achieved 85% coverage,
encompassing CRUD operations and integrations. The RESTful endpoints were
validated using Postman, consistently returning successful 200 responses. Centralized
logs in storage/logs/laravel.log record errors and fallback events, while ApexCharts
dashboards enable real-time monitoring of system metrics [38].

e  System licensing: The developed incident management system is distributed as open-
source software under the MIT license, which allows its use, modification, and redis-
tribution without licensing costs. This decision facilitates the adoption of the system
by other public institutions facing budgetary constraints and promotes code reuse and
adaptation in similar contexts.

4.7. Data Protection and Privacy Considerations

The chatbot does not require authentication or request personal data, as it is oriented
toward resolving basic technical incidents. Since users can input free text, the system
applies a sanitization layer before sending requests to OpenRouter, utilizing masking rules
that prevent the transmission of personal or sensitive information. Consequently, only
generic and anonymized technical data are sent to the language models. Additionally,
prompts are not stored; only aggregated usage metrics are recorded, which reinforces user
privacy and minimizes exposure risks.

4.8. Final Evaluation of the Proposed Architecture

In summary, the system’s MVC architecture—structured into well-defined layers and
supported by a relational model in MariaDB—integrates role-specific workflows and hy-
brid interfaces (OpenRouter and Telegram), providing an efficient and replicable technical
solution for incident management in regional public-sector environments. Its low-cost
design, based on free and open-source tools, together with its scalable structure leveraging
asynchronous queues and FIFO processing, enables the system to handle demand fluctua-
tions without performance degradation, thereby validating the iterative applicability of the
Scrum framework in resource-constrained contexts.

5. Results

The results are presented using descriptive statistics, focusing on operational metrics
derived from system logs and user surveys. Inferential statistical analysis was not con-
ducted, as the study was designed as an applied case study aimed at evaluating system
performance in a real institutional context rather than testing population-level hypotheses.
The evaluation results of the web-based ticketing system validate the Laravel 10 MVC
architecture, highlighting how integrations such as OpenRouter and the Telegram Bot API
contributed to overall efficiency (see Table 4). The following sections detail the findings,
emphasizing the system components that enabled these outcomes.
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Table 4. Result obtained from the metrics.
Dimension Main Metric Result
System usability Satisfaction 88%

Al chatbot Interaction rate (% of queries answered) 85.48%

Mobile notifications Open rate (% of notifications opened) 94.12% (4979/5290)
Resolution time Average time .from r.eglstratlon to 31 min

resolution (minutes)

Number of incidents processed and resolved Cases resolved vs. reported 99.34% (1051/1058)

Technical staff response time Minutes from notification to initial action 11 min

5.1. System Usability

Usability was measured using the Questionnaire for Website Usability (QWU), ad-
ministered to 100 participants, yielding an average satisfaction score of 88%, with mean
ratings of 4.4/5 for navigability and 4.3/5 for interface efficiency. This high performance is
attributed to the responsive Bootstrap 5 frontend, which enabled intuitive, authentication-
free access for end users, and to Laravel Blade views that rendered streamlined workflows
(ticket submission and tracking), reducing friction across mobile devices and geographically
dispersed offices.

5.2. Performance of the Al Chatbot

The chatbot, integrated via the OpenRouter API, processed 1364 interactions, auto-
matically answering 1166 queries (an interaction rate of 85.48%), while the remaining
cases were forwarded to the Laravel backend for complex ticket handling. Quantitative
metrics were recorded in the Chatbot table, confirming an overall success rate of 85.48%
(see Figure 7). Performance improvements resulted from the rotation of free models
(primary meta-llama/llama-3.3-8b-instruct:free and fallbacks such as google/gemini-2.0-
flash-exp:free), combined with structured prompts restricted to FAQs, which minimized
errors and enabled fast stateless responses without imposing database load.

ChatBot Metrics

TOTAL INTERACTIONS TOTAL MESSAGES SENT
842 1364
TOTAL SUCCESSFUL RESPONSES SUCCESS RATE
85.48%

Figure 7. Dashboard view displaying Al chatbot metrics for the January—April 2025 period. The
numerical values are color-coded as part of the interface design to improve readability and visual
differentiation among chatbot performance metrics. Blue is used for general interaction indicators,
green highlights activity-related metrics such as total messages sent, and orange emphasizes outcome-
related metrics, including successful responses and success rate.
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5.3. Effectiveness of Mobile Notifications

Through the Telegram Bot AP, a total of 5290 notifications were sent to the technical
team, of which 4979 were opened, representing an open rate of 94.12% (see Figure 8). This
high effectiveness facilitated FIFO assignment directly from the app or the web interface
through asynchronous webhooks. The performance is attributed to the implementation
of Laravel Queue jobs for message dispatching and chronological ordering by creation
timestamp, which enabled immediate interventions and reduced delays in the ticket queue,
integrating seamlessly with the administrator module.

Notification Metrics

OPEN RATE NO ABIERTAS
94.12% 5.88%
AVERAGE TIME INACTIVE USERS
6.34 min

Figure 8. Dashboard view displaying mobile notification metrics for the January—April 2025 period.
The colors used to display the numerical values are part of the visual design and are intended to
facilitate rapid interpretation of the metrics. Blue is used for positive performance indicators (e.g.,
open rate and average response time), while orange highlights metrics that require attention, such as
inactive users. Red is used to emphasize negative outcomes, such as unopened notifications.

5.4. Incident Handling Time

The average incident handling time decreased from 120 min (pre-implementation,
based on 2024 historical reports) to 31 min post-implementation, as shown in Figure 9,
derived from 1058 tickets processed in MariaDB 10.4.32. This 74.17% improvement was
driven by the Laravel 10 backend layer with Eloquent ORM, which optimized queries for
state traceability from ticket creation to resolution.

900:31 min 900:11 min

Figure 9. Dashboard view displaying incident handling and technical staff response time metrics for
the January—April 2025 period.

5.5. Technical Staff Response Time

The initial response time of the technical staff—measured from the moment the no-
tification was received to the first recorded action—averaged 11 min (see Figure 9). This
improvement is attributed to mobile notifications delivered through the Telegram Bot API,
which trigger chronological push alerts based on creation timestamps, accelerating FIFO
assignment in the technical panel and minimizing delays in interventions.
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5.6. Incident Resolution

Of the 1058 incidents recorded, 1051 were resolved, representing a resolution rate of
99.34% (see Figure 10), while the remaining 0.66% remained pending or was cancelled
due to external constraints, managed through Laravel controllers. The high resolution
rate is attributed to the relational model (Ticket/Assignment entities), which enabled full
traceability and efficient updates within the technical panel using ApexCharts, allowing
for prioritization and rapid closure without duplications.

TICKETS

1058

registered

STAFF IT USERS

590 = 14

registered registered

80 ©@1051
0 ®0
o7

Figure 10. Dashboard view displaying incident resolution metrics for the January—April 2025 period.

In summary, the system addresses inefficiencies in the GORE Apurimac (74.17%
reduction in handling time, 99.34% resolution rate, 88% usability), catalyzing inclu-
sive digital transformation through a hybrid architecture that reinforces Peru’s agile
governance objectives.

6. Discussion

The implementation of the web-based ticketing system with an AI chatbot and mobile
notifications at GORE Apurimac marks a clear technical transformation. It validates
the MVC architecture as an effective framework for improving incident management,
directly addressing the research question regarding optimization of handling times and
resolution rates.

The most significant improvement is the reduction in incident handling time from
120 to 31 min (a 74.17% improvement), driven by the OpenRouter-based chatbot (85.48%
automation, with 1166 responses out of 1364 queries) and Telegram notifications (94.12%
open rate, 4979 of 5290 sent). Together, these accelerated technical responses to an average
of 11 min, reducing bottlenecks associated with manual channels [3]. This surpasses
national studies such as Ramos Herrera (2022), which achieved only a 30 s reduction per
ticket using osTicket [21] and Mali et al. (2025), which reported ~80% automation using
commercial NLP tools [22], owing to the use of free rotating models and asynchronous
webhooks [9,10]. It also aligns with findings from Karimi et al. (2024) on hybrid educational
chatbots [23], but with greater impact due to regional geographic dispersion.
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The resolution rate of 99.34% (1051 of 1058 incidents) and usability score of 88% (QWU,
with mean scores of 4.4/5 for navigability) demonstrate strong prioritization and tracking
capabilities enabled by MariaDB traceability and dashboard monitoring. These results
are consistent with Merino Morillo (2018) [24], where 100% of users supported digital
systems, and Scotti and Carman (2024), who reported ~85% efficiency in LLM-supported
environments [39].

These findings extend previous work by validating Al within the context of Peru’s
digital divides [40]. In computing, they expand upon Ramos Herrera’s contributions [21,35]
by integrating Scrum with ethical LLMs. In public administration, the results support
the interoperability goals of the 2023-2025 Digital Government Plan, aimed at reducing
bureaucratic burden [2].

The use of external artificial intelligence services improves operational efficiency
but introduces relevant considerations regarding privacy and data sovereignty in public
environments. In the proposed architecture, models are accessed through OpenRouter
as an intermediary via stateless APIs, without session-level information persistence. The
system applies data minimization and sanitization principles to prevent the transmission
of personal information; however, due to free-text input and dependence on third-party
policies, a residual risk remains. In this context, the use of external APIs is acknowledged
as a limitation, and evaluating on-premise solutions or institutional data loss prevention
mechanisms is proposed as future work to strengthen information sovereignty.

Complementarily, although the rotation of multiple language models may introduce
variations in response style or phrasing, in the proposed architecture, this risk is mitigated
through the use of a restrictive system prompt and a closed knowledge domain. Neverthe-
less, it is recognized that natural language generation involves a residual risk of incomplete
or imprecise responses inherent to LLM-based systems. For this reason, the solution adopts
a conservative approach, where the Al does not make operational decisions, and any case
outside defined patterns is routed to human technical staff.

The comparison between phases presents an asymmetry in measurement instru-
ments, as pre-implementation time is based on non-automated estimations, while post-
implementation utilizes precise system logs. Although this may introduce bias, the ob-
served reduction allows for the assertion of a significant improvement in
operational efficiency.

It should be noted that the comparison between pre- and post-implementation phases
relies on different measurement instruments. While post-implementation times were cap-
tured automatically through system logs, the baseline was estimated through qualitative
and documentary triangulation. This asymmetry may introduce measurement bias; there-
fore, the reported improvements should be interpreted as indicative of substantial efficiency
gains rather than as precise causal effects.

Given the use of non-probabilistic convenience sampling, the findings of this study
should be interpreted as context-specific to the Regional Government of Apurimac. While
the results provide strong evidence of local effectiveness, they do not support broad
generalization to all public sector institutions without further replication.

7. Conclusions and Recommendations
7.1. Conclusions

The development and implementation of the web-based ticketing system with an Al
chatbot and mobile notifications at the GORE validate its architecture as an innovative
solution for managing technical IT incidents. The results demonstrate significant technical
impacts: a 74.17% reduction in incident handling time (from 120 to 31 min), a 99.34%
resolution rate, an 88% usability score (QWU), an 85.48% chatbot interaction rate, and
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a 94.12% notification open rate. These outcomes directly address the research question,
showing how integrations such as OpenRouter (with rotation of free models for stateless
FAQ responses) and the Telegram Bot API (FIFO webhooks based on creation timestamps)
alleviate manual saturation while enabling relational traceability in MariaDB 10.4.32.

The project achieved its overall objective of improving incident management, as well as
specific goals related to reducing response times, increasing resolution rates, and optimizing
technical response efficiency. Implemented under the Scrum methodology, using Laravel
10, Bootstrap 5, and visualization tools such as ApexCharts, the system establishes itself
as a scalable, low-cost model for public sector digital transformation, aligned with the
2023-2025 Digital Government Plan [3]. Ultimately, it promotes agile, measurable, and
inclusive governance across regional contexts.

7.2. Recommendations

To maximize impact: Train technical personnel (five staff members) on Al updates
and Laravel queue management to ensure long-term sustainability and integrate predictive
machine learning into MariaDB to identify recurrent failures based on chatbot logs.

For future research: Conduct longitudinal studies (12 months) with randomized
samples to enhance causal inference and perform comparative analyses across Peruvian
regions to assess replicability. These efforts would further strengthen contributions to
Peru’s digital public administration.
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